PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DoD Instruction 5400.18, "DoD Privacy Impact Assassment {PIA) Guidance”. Complete this form for Department of Defense
(DoD) information sysiems or elactronic cofleclions of information {referred to as an “electronic collection” for the purpose of this form) that collect, maintain, use,
and/or disseminate personally identifiable information (Pll) abaut members of the public, Federal employeas, conltraclors, or foreign nationals employed at U.S.
military facilities internationally. In the case where no Pl is collected, the PIA will serve as a conclusive determination that privacy requirements do not apply to
sysiem.

1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME;

National Background Investigation System - Analytics

2, DOD COMPONENT NAME: 3. PIA APPROVAL DATE:
Defense Information Systems Agency 02/06/20

SECTION 1: Bl DESCRIPTION SUMMARY (FOR PUBLIC RELEASE)
a. The Pl is: {Check one. Nola: foreign nationals are included in general public.)

E] From members of the general public D From Federal employees and/or Federal contraclors
From both members of the general public and Federal employaas and/or , .
IZ' Faderal coniraclors 8 P — D Mol Collected (if checked proceed lo Section 4)

b. The Pll Is in a: (Check one)

[X] New DoD Information System New Elactronic Collection

E] Existing DoD Information System D Existing Electronic Colleciion

D Significantly Modifiad DoD Information Syslem

c. Dascribe the purposae of this DoD information system or electronic collection and describe the types of parsonal information about individuals
collected In the aystom.

The National Background Investigatson System (NBIS) Analyties is an AT system ol systems that assists to prioritize workload queues,

provide ancillary business functions, and support adjudication process decisions. In support of ingesting, parsing, and processing enrichment

data to enable alert ereation the following data sources will be used: SFRA, LexisNexis, MILD, Equifax, MILDRUG, DISS/CATS, SWFT,

NCIC, SSA, Experian, CES/SCITIDE, JIPAS, DCIL, TransUnion, NLETS, and FINCEN. The NBIS Data Broker/Data Management System

will operate between the NBIS firewall and AWS GovCloud, performing data capture and passing raw files 10 the Analytics Al suite. Once

in the NBIS Analytics environment dala federation, normalization, and analytics are applied.

d, Why Is the Pli cotlaciad and/or what Is the intondad use of the PII? (a.g, verification, identificalion, authenlication, daia malching, mission-reloted use,
adminisiralive uso)

NBIS-Analytics ingests and validates new enroliment Personal Tdentifying Information (PI) from SEFR6 and enrollee information captured
in Federal systems of record. NBIS-Analytics is the tool by which the eligibility of individuals with o Federal Security Clearance are
assessed through monitoring hinancial, commercial, public, and law enforcement records 1o determine il individuals pose o security risk,
NBIS-Analytics specifically supports the goal 1o modernize and aceelerate the sceurity clearance process in an clfort to manage and reduce
the risk of untrustworthy individuals attaining access o sensitive and classified information,

0. Do individuals have the opportunity to object to the collacilon of their PII? [:] Yes [X] No
{1} 1 "Yes,” describe the malhod by which individuals can objacl to the collection of PII

(2) I "No,” slale the reason why Individuals cannol object 1o Iha collection of Pl

The requested PIL dats s required to conduct individunls background investigations, Endlividunls seekimg aceess to mformation about
themselves contined in this system of records should address inguires in writing to the Chiel, Freedom of’ Information Act (FOIA) Services
Center, Delense Agency Privacy and Civil Liberties ¢OTice, 7700 Arlington Boulevard, Suite S101, Falls Chureh, VA 220425101, Signed,
written request should contmin the requests Tull name, Dol S0 mimber, current address, and telephone number and this system of records
notice number, [n addition, the requester must provide a notarized statement of sn answora declarntion made in accordance with 28 ULS.C.
1746, in the follow format: I exceuted outside the Undted Sintes: "1 declare (or certily, verily, or state) under penalty of perjurt under the
laws of the United States of Americn that the foregoing is true and correct, Executed on (date). {Signature).” 11 exccuted within the United
States, its territorices, possessions, or commuonwealths: " declare (or certify, venly, or stite) under penslty ol perjury that the foregoing is
triue_and correct. Ixecuted on (date). (Signmure).”

(. Do individuats have the opportunitly to consont to the spocific uses of thelr PII? [Z] Yas n No
(1) 1f "Yes.” describa tho malhod by which individuals can give or withhold thair consant

(2) 1 "No.” slala tha reason why individuals cannal give or withhold thoit consant
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Individuals seeking to determine whether information about themselves is contained in this system of records should address inquiries in
writing to the Chief, Freedom of Information Act (FOIA) Service Center, Defense Health Agency Privacy and Civil Liberties Cffice, 7700
Arlington Boulevard, Suite 5101, Falls Church, VA 22042-5101. Signed, written request should contain the requests full name, DoD ID
number, current address, and telephone number and this system of records notice number. In addition, the requester must provide a notarized
statement of an un-sworn declaration made in accordance with 28 U.S.C. 1746, in the follow format: If executed outside the United States: "'[
declare (or certify, verify, or state} under penalty of perjury under the laws of the United States of America that the forepoing is true and
correct. Executed on (date). (Signature)." If executed within the United States, its territories, possessions, or commonwealths: "I declare (or
certify, verify, or state) under penalty of perjury that the foregoing is true and correct. Executed on (date). (Signature)."
g. When an individuat is asked to provide Pll, a Privacy Act Statement (PAS) andfor a Privacy Advisory must be provided. (Check as appropriate and
provide the actual wording.)

(k] Privacy Act Statement [J Privacy Advisory [[] Mot Applicable

This system of records contains Personal Identifiable Information (PI[). The DoD Directive 5400.1T, “DaD Privacy Program”

The Privacy Act (5 U.S.C. 552a, as amended) issued and pursuant to DoD 5400.7-R (h) "Code of Fair Information Practices™ that regulates
the collection, maintenance, use, and dissemination of Personally Identifiable Information. DeD Manual 8910.01 may place additional
procedural requirements on the uses and disclosures of such information beyond those found in the Privacy Act of 1974 or mentioned in this
system of records notice.

h. With whom will the Pil be shared through data axchange, both within your DoD Component and outside your Component? (Check all that apply)

To the Under Sceretary ol Defense for Intelligence, Tor the
purpose of oversight and rescarch.

To the DoD CAF, for the purpose of rendering adjudications
cligibility for personnel security, suitability, and HSPD-12,
To Military Services, for the purpose of Initiation,

[X] Wwithin the DoD Componeni Specify.

investipation/verification 1o conduct, security clearances.
The Dol CAF, Tor the purpose of rendering adjudications
eligibility for personnel security, suitability, and HSPD-12.
To all I'ederal agencies, who request an investigation/
verification clearance for employees and contractors.

To Data Apgregators, including law enforcement to tack
[X] Other Federal Agencies Specify |individuals but is not limited to, checks of the National
Crime Information Center; state criminal histories; and
Federal Bureau of Investigation records checks; and 1o
obtain information on applicants.

[X] Other DoD Components Specify

[[] state and Local Agencies Spacily

Contractor (Namo of contractor and describo tho language in

L__I the condract thal safoguards Pl Inciudo whothor FAR privacy Specif
clausos, io., 52.224-1, Privacy Act Nolification, 52 224-2, .
Privacy Acl, and FAR 39.105 ara inciludod in tho conirocl )
[Z] Other (0 g, commorcial providers, collogas) Speciy To Gourth Estate (all non-Service Do) components) Tor the

purpose of adjudications,
i. Sourco of the Pll collected Is {Chock alf that apply and list afl information systoms if applicablo)

E Iindividuals E Databasas
{z] Existing DoD Information Systams [z| Commercial Sysiems
{X] Other Faderal Information Systems

The following dita sources will be used: SERG, LexisNexis, MILD, Eguitax, MILDRUG, IISS/CATS, SWET, NCIC, SSA, Experian, CES/
SCTIBE, JPAS, DCIL TransUnion, NLETS, and FINCEN,

. How wlll the Information be collected? {Chock all that apply and iia! alt Olficial Form Numbors if applicable)

[ E-mait [x] Otficial Form (Entor Form Numbar(s) in tho box balow)
[] Face-to-Face Contact [ Poper

[ Fox [] Telephana Inlarviaw

[z] Information Shoring - Systom to Syslom D Wobsila/E-Form

[] Ower (i Other, onior the informatien in the box bolow)

| SERS, SFBS-P, wnd S$180
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k. Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN)?

A Privacy Act SORN is required if the information system or elactronic collection contains information about U.S. cilizens or lawful permanent U.S. residents that
is relrisved by name or other unique identifier. PIA and Privacy Act SORN information must be consistent.

[X] Yes [ No

Il "Yes,” enter SORN System Identifier | DUSDIL.02 DoD

SORN (dentifier, not the Federal Register (FR) Citation. Consull the DoD Component Privacy Offica for additional information or hitp //dpcld.delense gov/
Privacy/SORNs/
or

Il a SORN has not yet been published in the Federal Register, enter date of submission for approval to Defense Privacy, Civil Liberties, and Transparency
Division (DPCLTD). Consult tha DoD Component Privacy Office lor this date

If "No,” explain why the SORN is not raquired in accordance with DoD Regulation 5400.11-R: Depariment of Dafensa Privacy Program.

I. What is the Natlonal Archives and Records Administration (NARA) approved, pending or genaral records schedule {GRS) disposition autharity
for the system or for the racords maintained in the system?

(1) NARA Job Number or General Racords Schadule Authority [

(2) If pending, provide Ihe dale the SF-115 was submitted to NARA. |

{3} Relention Instruclions.

Draft Records Retention/Disposition Schedule is currently in development, pending submission to and approval from the Archivist of the

United States, National Archives and Records Administration (NARA). Unscheduled NBIS records will be treated as permanent until receipt
of retention/disposition instruction approval from the Archivist of the United Siates, NARA.,

m. What is the aulhority te collect information? A Fedoral law or Executive Order must authorize the collection and maintenance of a systom of

rocords. For Pl not collected or maintained in a system of racords, the collection or maintenance of the Pll must be nacossary io discharge tha
raquirernents of a statue or Executive Ordor.

(1) Il this system has a Privacy Acl SORN, the aulhorities in this PIA and the exisling Privacy Act SORN should be similar

(2) Il a SORN does not apply. clle the authorily for this DoD information sysiem or electronic collection to collect. use. maintain and/or disseminate PII
(If multiple authorilies are cited. provide ait lhal apply).

{a) Cita the specific provisions of the atatule and/or EO thal authorizes the oparation ol the syslem and the collaclion of Pl

(b) | direct statutory authorily or an Execulive Order does nol exisl. indirecl statutory authorily may be cited If the authorily requires the
oparalion or admintstration of a program, the execution of which will raquire the callection and maintenance of a sysiem of racords

(c) It direct ar indiract authorily does nol exist, DoD Componenis can use thair general stalulory grants ol aulhority ("internal househesping”) as
the primary aulhority The raquirement, direclive. or Insirucllon implementing lha atatule wilhin {he DoD Companent musl be identified

SCER, pans 2,5, T, 782, 736, and 1400 establish the requirements Tor agencies o eviTunte refevant covered positions Tor a position
sensitivity and position risk designation commensurate with the duties and responsibilities of those positions, Depending upon the purpose of
the particulir background investuigition, OPFM s anthorized to collect information under Executive Orders 9397, 10450, 10577, 10865,
12333, 12908, 13467 as amended, 13488, and 13549; § LLS.C, 8§ 1103, 1302, 1303, 1304, 3301, 7301, 9100, and 11001; 22 U.8.C, §§ 272b,

2000, 2509 3 ULS.CO88 1537, 42 1LS.C §8ERT4() (3), 2165, 2201, and 20132; SOUS.C. § 301 Public Law 108-136; and Homelwnd
Security Presidentiat Directive (HSPD) 12,

n. Dooa this DoD Informailon sysiam or atactronic colfaction have an active and approved Office of Management and Budget (OMB} Control
Numbar?

Conlact the Componani Informalion Manngemen! Control Olfficar or OoD Clearance Officar for this information This numbor indicatos OMB approval to
collact data from 10 or more mombers of tha public in a 12-monih pariod regardioss of form or lormal

] Yes [C] Mo [x] Ponding
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